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Overview

e Hawall
e Sector Honolulu Role

* Areas for Cooperation & Collaboration
— Coordinated Operations
— Maritime Domain Awareness
— Maritime Risk Assessment & Planning
— Vertical and Horizontal Information Sharing
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Hawalil

World’'s most remote population center

— 2,390 miles from California; 3,850 miles from Japan; 4,900
miles from China; and 5,280 miles from the Philippines

e Stretches 1600 miles from Hawail to Kure

e One of the worlds largest, most pristine coral reef
ecosystems in the Papahanaumokukea Marine
National Monument

e Maritime Economy is critical to the State
— 98% of all goods enter through port
— Electricity sourced 100% from fuel oil
— 3 day supply of most consumables
— Hub & spoke system of commercial cargo

| J/edU.S. COASTGUARD



AOR

awaii Chain
wake Island

Johnson Island

(::;;>kingman Falmyra
(::::i} <::ji>3arui5 IsTand

Howland Baker

-H % American Samoa SMC B ZOONM

. COTP/FMSC/FOSC/OCMI




QAR % Home]_and

Security
T All Islands
Inspected Facilities el 2 oot G
Oahu Facilities: 81
Fixed Facility: 20 MTSA: 64
' Mobile Facility: 16
" ® Add'l MTSA: 4
Maui

Kauai v Fixed Facility: 8
Fixed Facility: 6 Mobile Facility: 2
Mobile Facility: 1 ~ Add’| MTSA: 2
Add'| MTSA: 1 = /'

Molokai . .

Fixed Facility: 2 ® ' p R 1o
American Samoa Mobile Facility: O ” I\/:)(;iile s;;m -
& Midway Add’l MTSA: 0 Add| MTEA: Y .
Fixed Facility: 6 ' '
Mobile Facility: 5
Add'Il MTSA: 1 Lanai

Fixed Facility: 2
Mobile Facility: O ()

Add' I MTSA: O
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Refuge for Trans-Pacific Voyages

« Medevacs
« Diversion for repair

 Vessels in Need of Assistance
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“our missions”

e Sector Commander
» QOperation Neptune Shield

e Captain of the Port (COTP)

* Federal Maritime Security Coordinator (FMSC)
o Maritime Transportation Security Act/SAFEPORT

« Officer In Charge, Marine Inspection (OCMI)
» Facility Security Inspection

 Federal On-Scene Coordinator (FOSC)
 SAR Mission Coordinator (SMC)
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Enduring Coast Guard Roles
“Integrated operational execution”

&)
ANY

Safety Security

Ports, Waterways

& Coastal Securit
Search and Rescue y

Defense Readiness
Marine Safety Multi-Mission

Command Center

Aids to Navigation
Other Law Enforcement

Marine Environmental Living Marine
Protection Resources

Stewardship
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Coordinated Operations

e« Sector Commander/FMSC role
— Operation Neptune Shield

« ONS = multiple, layered kinetic activities
— Maritime Domain Awareness
— Surveillance

— Patrols
e Maritime Critical Infrastructure
e Security Zones

— Facility Inspections and Spot Checks
— Vessel Escorts

— Boardings of High Interest Vessels
— Area Maritime Security Coordination
— Military Outload Security
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Honolulu Harbor — Security Zones

13 total zones
Oahu-7
Maui-2

Hawall-2
Kaual-2

Red zone and yellow zone activated and enforced at all times. Blue zone and light green
zone activated and enforced after threat or MARSEC level increase.

Dark green zone activated and enforced when a large vessel (300 GT) is at the anchorage.
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Maritime Domain Awareness

e Challenges of geography

« Convergence of multiple initiatives

— Enhanced CG sensor package

— State MDA
* Infrastructure Protection Program via Port Security Grant
Program
— Marine Exchange

* Initiated through partnership of Hawaii Harbor Pilots and
San Francisco Marine Exchange
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Risk-Based Decision Making

“What should drive our intelligence, policies,
operations, and preparedness plans and the way
we are organized is the strategic matrix of threat,
vulnerability and consequence. And so, we'll be
looking at everything through that prism and
adjusting structure, operations and policies to
execute this strategy.”

Secretary Chertoff 4/20/05
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Simple Terrorism Risk Model

Risk = Threat * Vulnerability * Consequence

_ — What can
e Scenario — combination of a target and attack go wrong?

mode

What are

 For each scenario, assess the following:
— Threat — likelinood of a specific terrorist attack

— Vulnerability — likelihood that the attack will be
successful

— Consequence — level of impact associated with a
successful attack

the
iImpacts?
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Data Input

1 List Targets

Users list and provide detailed
information on all of the significant
targets within their AOR. Target
details include:

Name

Target class (from list)

Availability

Port

Waterway

USCG Station

Latitude/Longitude

MISLE Identifier

Group

MSRAM Process

2 Score Maximum
Consequence

Score the consequences of total loss
of the target using the following
impact types:

Death/Injury

Primary Economic

Secondary Economic

Environmental

National Security

Symbolic

4 Analyze Results

5 COTP Validation
& Sign-Off

Sign-Off by the COTP approving the
baseline risk profile and describing
the analysis process

Reviewand analyze the results of the
detailed scenario analysis and make
updates to the scoring as appropriate.
Analysis functions include:

COTP ranking

View risk by scenario

View risk by target

View risk by target class

View risk by attack mode

@ UNITED STATES COAST GUARD

3 Score Scenarios

For each target above the criticality
threshold, score the target's risk to a
selection of required, optional, and
user-defined scenarios. If the target
exceeds the high consequence
threshold, a comprehensive set of
scenarios must be scored. Risk is
assessed with the following factors:
» Threat (supplied by HQ)
¢ Intent
* Capability
* Consequence
Death/Injury
— Primary Economic
Secondary Economic
Environmental
National Security

Symbolic
* Response Capability
* Vulnerability
« Achievability
* System Security
« Target Hardness

Alternatives Evaluation

A Create Alternative

Define the purpose of the alternative
evaluation and select the scope of the
analysis. Alternative candidates
include:

* MARSEC level changes

B Score Scenarios

Score the scenarios within the
alternative using the threat,
vulnerability, and consequence
factors.

» Seasonal changes
« Reallocation of resources

C Analyze Results

Analyze the impacts of changes and
compare the alternative to the base

risk profiles.

» Changes in protection/response
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The vulnerabllity factors in MSRAM assess the probability that
the layered defense strategy in place successfully protects the
target against the attack.

2

Probability of USCG
interdicting the attack on the

target

@ USCG System Security.

Probability of local LEA
interdicting the attack on the

target

@ Achievability

Probability of terrorist delivery
N \ 1 of a successful attack

assuming the absence of all

security measures, passive
Target r and active
@ Owner/Operator System Security
@ Target Hardness
Probability that the target
withstands the attack

" J7edUS. COASTGUARD

@ State/Local LEA System/Security

Probability of owner/operator
interdicting the attack on the
target




Homeland

MSRAM creates a Risk-Based Risk-
Informed Security Profile

Bridge - Boat Bomb
‘ High Capacity Ferry Terminal-
Car/Truck Bomb

L
@
T

Ferry 150 -1000 —

Boat Bomb ] ] Cruise Terminal —
High Capacity Ferry — Car/Truck Bomb
Boat Bomb

National Icon — Boat
Petroleum Reflnery = Bomb

Car/Truck Bomb High Capacity Ferry -
Car/Truck Bomb

Oil Tanker —

BoatBomb Cruise Ship - Boat
Bomb

CDC Facility —
Car/Truck Bomb

¥y m-

r—l vessel

LPG Tanker — Stand-
Off Weapon

Likelihood (Threat * Vulnerability)

LOW

A
m Bridge — Attack By Hljacked Vesse

LOW Consequence %‘?}??&E;;&}Aﬁg
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Operational Use
« MSRAM provides list of high priority CI/KR (fixed or mobile)

« MSRAM creates a relative risk profile for use at the Area,
District, Sector, and COTP level.

e Resource allocation

SENSITIVE SECURITY INFORMATION / FOR OFFICIA L USE ONLY
SCENARIC SCORING - CONSISTENCY AMALY 515 PORT (BY SCENARIOD E} - SCORED/REQUIRED SCEMNA RKD 5 ONLY

SAM
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QP Security

Strategies
RESPONSE / RECOVERY
H Target %
| @ ® @ O
9 I
2 h -
o = O
O @ -
Q 2
T = N
W > Risk Group 1 Z
- 0
< 3 4 -
= £ | p
= =
L . : Risk Group 2 LU
0 Employ mitigation strategies to g
W reduce risk
Risk Group 3
Low | High

CONSEQUENCE
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Homeland
Security

Planning Use

* Refines and strengthens
Coast Guard and State

exercise program
“KAIMALU O HAWAT’l 08”

Hawaii Statewide WMD * Port Security Grant Process
Exercise 2008 — including critical
infrastructure, key resources
and high consequence
Keatmalu O Hayal’ events.
Vo 008 — MSRAM is used to identify
the threat, consequence
and vulnerability for ferry
systems for the transit
security grant program.

— MSRAM is used to assess
risk impact of grant
proposals
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Reacquisition Missions

2.0 70 g0 14

-22 contacts reacquired
-19 dropped to confidence level 1 or 2

-3 with confidence level 3 or 4
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Information Sharing

 Coast Guard Homeport System

— National web portal
e homeport.uscg.mil

— Tallored to each COTP zone
— SBU information sharing

o Alert Warning System
— List serve notification system
— Phone, emaill, fax notifications

— Bridge for security of SBU dissemination across
multiple domains

e Participate/subscribe to HOMEPORT

| J/edU.S. COASTGUARD
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